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ALinkServer Introduction

We have dreamed of a world in which you could just start using a solution with no upfront purchase
- simply pay-as-you-go fully managed by Amazon AWS. No hassle with sales men and procurement
- simply start using the solution and consume it off your AWS commitment.

Our first solution: ALinkServer - Archive your SAP system data and documents directly to AWS S3
by deploying a cloud-native pay-as-you-go ALinkServer implementing SAP ArchiveLink 4.6
interface specification

AlinkServer is SAP ArchiveLink 4.6 implementation of SAP ArchiveLink repository that stores all
SAP archived content directly in as objects in AWS S3 buckets. AlinkServer configuration enables
the admin to configure a dedicated S3 bucket per SAP ArchiveLink repository.

One AlinkServer server configuration supports identical SAP repository IDs across multiple SAP
landscapes by specifying a “Runtime environment” parameter in the configuration that is also
present in the SAP ArchiveLink repository URL in SAP configuration. See chapter Configuration
for more details.

AlinkServer can be easily launched as service on AWS Elastic Container Service. First launch of the
AlinkServer application will walk admin user through basic server setup. AlinkServer stores all
content related metadata directly as S3 object metadata instead of a traditional relational database.
Small amount of AlinkServer configuration data (server configuration and ArchiveLink repositories
configurations) is stored in AWS DynamoDB. Admin user names and passwords are stored in AWS
Secrects Manager. See chapter Installation for more details.

Each AlinkServer container is configured to start two web applications:

1. Main AlinkServer that implements the ArchiveLink functionality and its URLs will be
configured in SAP transaction OACO

2. AlinkServerAdmin process that is used for configuration and administration of the
AlinkServer e.g. to create new content repositories, create new admin users etc.
AlinkServerAdmin process is also responsible for reporting server container usage to AWS.

For more details about AlinkServer administration and monitoring see chapter Administration.



Installation

1) (Optional?) In Sol4Cloud account allow ECR registry access by third party service and account
by adding account id to the list of allowed permissions:

20-aorgdéar. ntral-1.conso Mazon.ci

=\
:_‘__s!. @ Ask Amazon Q

e Amazon ECR > Privateregistry » Permissions

Amazon Elastic < @ Successfully updated registry policy
Container Service

Registry permissions i«

¥ Private registry
Repositories

Features & Settings solutiond_ecr_registry_cross_account

Managed signing f
Permissions "Sid": "solution4_ecr_registry_cross_account”,
Pull through cache "Effect™: "Allow”,
Pull time exclusions “TrimelE e
"AWST: [

Replication "
:1671607598936:root”,

9330004813608 :ro0

Repository creation templates

Scanning
. . b
¥ Public registry “Action”: [
Repositories "ecr:BatchGetImage”,
Settings "ecr:GetDownloadUrlForLayer™,

ecr:GetImageCopyStatus”,
ecr:BatchImportUpstreamImage”,
ECR public gallery |2 ecr:DescribeImages™

Amazon ECS (2 1.

“Resource™: “arn:aws:ecr:eu-central-1:788967488528:repository/*"
Amazon EKS 12

2) Test in ,,customer* account that the repository can be accessed:

Select Amazon ECR image

Private repository
Select the repasitory containing the image you want to use.

‘. Q, 780967488520.dkr.ecr.eu-central-1.amazonaws.com/alinkserver

Images (1/15)

‘ Q, Find images

Image tag 7 | Image digest 12 % | Pushedat

[ O  latest I0) sha256:3026fd00bf9f45955¢c32ba.... December 15, 2025, 21:39 (UTC+1:00)

I8 sha256:661101444ea72623a96e87.... December 15, 2025, 21:39 (UTC+1:00)

I0) sha256:b19b16fa172d13f7daf9cad. .. December 15, 2025, 21:39 (UTC+1:00)

[0 sha256:efa76e2511af72725773d5... December 6, 2025, 16:45 (UTC+1:00)

I0) sha256:eeab999abe1c9864d4f469. .. December 6, 2025, 16:45 (UTC+1:00)

Select image by
() Image digest
Use the SHA256 digest to reference this image.

° Image tag
Use a human-readable tag to reference this image.

Image tag

‘. Q, latest




3) Create task definition in Elastic Container Service.

- Launch type: AWS Fargate

- OS Linux/x86

- CPU 2, RAM 4GB

- Container: 780967488520.dkr.ecr.eu-central-1.amazonaws.com/alinkserver:latest
- Container ports:

8000 — TCP — alinkserver — HTTP

8001 — TCP — alinkadminserver — HTTP

4) Configure Task Role for Task definition. Create new role in IAM/Roles:

e IAM > Roles > ALinkServerECSContainerTaskRole

Identity and Access < ALinkServerECSContainerTaskRole i«
Management (IAM)
Summar
| Q@ Search 1aM y
Creation date ARN
Dashboard March 31, 2026, 17:49 (UTC+02:00) 'ﬁ arn:aws:iam::671607590936:role/Al
¥ Access Management Last activity Maximum session duration
User groups - 1 hour
Users
Roles . ) . .
Permissions Trust relationships Tags Last Accessed Revoke sessions
Policies
Identity providers
Account settings Permissions policies (3) inf
Root access management You can attach up to 10 managed policies.
Temporary delegation requests Filter by Type
v Access reports | @ search | | Al types
Access Analyzer O Policy name (A A Type v
Resource analysis
Unused access O = AmazonDynamoDBFullAccess AWS managed
Analyzer settings O ] AmazonS3FullAccess AWS managed
Credential report .
J ] SecretsManagerReadWrite AWS managed
Organization activity
Service control policies
Resource control policies » Permissions boundary (not set)

Attach the role to Task definition above.

¥ Task roles - conditional

Task role | Info
A task |AM role allows containers in the task to make APl requests to AWS services.

ALinkServerECSContainerTaskRole v | @

Task execution role | Info
A task execution 1AM role is used by the container agent to make AWS API requests on your behalf. If you don't already have a task execution |AM role created, we can create one for you

‘ ecsTaskExecutionRole v | @

» Task placement - optional

» Fault injection - optional



5) Change the SecurityGroup configuration in the network configuration of the Service to allow
inbound ports 8000 and 8001:

sg-020d298f346aee151 - default

Details

Security group name

[T default

Owner

0] 671607550936

Inbound rules

Security group ID
I53 sg-020d298f346aee151

Inbound rules count
3 Permission entries

Outbound rules Sharing VPC associations Related resources - new

Inbound rules (3)

| Q search

0000

Name

v

Security group rule ID ¥ | 1P version v | Type
5gr-02052cf03fc8c906d IPva Custom TCP
sgr-0641838d708ceac3a - All traffic
sgr-01585d8f6db153187 IPva Custom TCP

Description
[0 default VPC security group

Outbound rules count
1 Permission entry

Tags

v

Protocol
TCP

All

TCP

v

Port range
8001

All

8000

VPCID
vpc-Oadadaa52ebd6e8f8

@ Manage tags G

v | Source v| DD

0.00.0/0 -
50-020d298f346aee151...  —

0.0.0.0/0 -




Configuration

Service Connect:
Create new Namespace in AWS Cloud Map

Add CloudWatch permissions to ecsTaskExecutionRole

ecsTaskExecutionRole i

Summary

Creation date ARN

March 31, 2026, 14:45 (UTC+02:00) |ﬁ am:aws:iam::6716075908
Last activity Maximum session duration
@ 8 minutes ago 1 hour

Permissions Trust relationships Tags Last Accessed Revoke sessions

Permissions policies (2) info

You can attach up to 10 managed policies.

Filter by Type
|. Q, Search | | All types
dJ Policy name |2 A Type
O ] AmazonECSTaskExecutionRolePolicy AWS managed

( O ] AWSAppSyncPushToClDudWatchLogsj AWS managed

» Permissions boundary (not set)



Administration
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